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Enterprise File Synchronization and Sharing 
(EFSS) products are making inroads into the 
enterprise — in fact, Forrester analyst Ted 
Schadler recently called the space the “hottest 
technology category since social networking”. 
However, many EFSS implementations leave a 
number of critical issues unanswered, such as:

•	How will intellectual property be protected if 
a user shares or syncs it?

•	How	will	compliance	be	affected	if	regulated	
data ends up in the EFSS system?

•	How	will	data	be	discoverable	if	files	are	
synced to a cloud service and the company 
gets entangled in a lawsuit?

Security is almost invariably top of mind, and 
enterprises soon discover that many EFSS 
solutions	fail	to	offer	hoped-for	security,	and	can	
even be a conduit to major security breaches.

Despite these challenges, EFSS implementations 
are expected to surge in the years ahead. 
Organizations are realizing that EFSS solutions 
have to protect data and prevent espionage by 
securing business plans, product roadmaps, 
financial	 documents	 and	 other	 confidential	
information that users may sync or share using 
these systems.

As organizations look ahead to their EFSS 
deployment, they recognize that they must 
also put the right security and controls in 
place. Because of the nature of EFSS solutions, 
security needs to extend everywhere enterprise 
information is shared — inside and outside 
the organization — and to any type of device: 
desktop and mobile, managed and unmanaged.

This paper outlines the shortest path to 
implementing EFSS while protecting the 
organization against data loss incidents.

Recognizing that process, not technology, 
drives successful EFSS implementations, this 
paper lists six steps an organization can take 
to	 deploy	 EFSS	 with	 optimal	 data-security	
controls.	The	paper	also	describes	how	a	data-
centric	 approach	 to	 EFSS	 technology	 offers	
the robust security enterprises require, while 
delivering the experience users want.
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Many companies protect their IP and other 
confidential information through a combination of 
access controls, encryption services and DLP tools. 
However, as soon as a document is shared and goes 
outside the firewall to a mobile device or to an external 
party, these protections are no longer effective.

IP can also include operational information, plans, 
forecasts and a huge variety of other files, which 
according to IDC, drive over 50% of a typical 
enterprise’s business processes. In fact, any 
information that provides competitive advantage can 
be considered IP. The real-world scenarios in the 
image below illustrate this fact.

The IP an organization needs to protect almost 
always extends to information shared with or by a 
partner or another third-party.

There are potentially high costs to insufficiently 
protecting your IP, and once a breach occurs  
it’s usually too late to stop or even mitigate the 
damage. Such external exposure can result in 
financial consequences like lost business and 
regulatory fines, devastated reputations, and other 
direct and indirect damages.

$
A film studio wanting to 
protect its scripts and 

marketing materials for an 
upcoming motion picture. 

A leading footwear 
manufacturer wanting to 

protect product designs sent 
to Asia. 

A large private equity firm 
handling sensitive M&A 

transactions. 

A large oil company 
protecting exploration plans 

and locations. 

What You Must Protect – and Why
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While organizations have been focused on perimeter 
security and access controls, the following key data 
leakage vectors require different tools:

•	Device Loss or Theft
  Lost or stolen mobile devices present a major leak 

vector. In a BYOD world, and when mobile devices 
are used by third parties, it’s difficult to solve this 
issue.

•	Accidental Sharing
  Much of the data leakage comes from insiders 

accidentally sharing the content via email, Dropbox 
or other cloud services. It’s as easy as sending an 
attachment to the wrong person, and having no 
recourse.

•	 Insider Threat
  Employees often copy sensitive data to a USB drive 

or a Dropbox account and then take a job with a 
competitor. These are examples of the malicious 
insider threat. Fourteen percent of attacks are 
attributed to insider threat, and over 70 percent of 
these attacks happen within 30 days of an individual 
announcing resignation from the organization.

•	Third Party Threats
  A lot of sensitive data and IP is shared with business 

partners, contractors and customers. As a business 
relationship ends, such data can remain with that 
third party. Additionally, any employee of that third 
party poses a threat equivalent to an organization’s 
own insider threat.

•	External Attack
  Advanced Persistent Threats (APTs) affect many 

enterprises, and very frequently target critical IP and 
other data. As data becomes distributed, perimeter 
protection is not a sufficient defense.

Source: Forrester Research

How  
Organizations 

Lose Data

Device Loss or Theft

Accidental Sharing

External Attack

Insider Threat

Third Party Threats

How Your IP Leaks Out
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An ideal approach to implementing EFSS is to start small and move methodically through all steps below 
to ensure the project achieves the desired results. Particularly sensitive files, such as board and executive 
communications or IP, are good places to start before moving to larger data sets with more owners and 
business processes.

1. Identify and Calculate  
the Value of Your Data
The key to solving this problem is working with your 
executives and information owners. Identify sensitive 
data, and determine a simple formula to estimate the 
value of your data.

One of the best examples comes from the research 
group Securosis. Data value, frequency and audience 
is quantified within a table and allotted a score. 
Examples of data types include board and executive 
communications, IP, personally identifiable information 
(PII), sales data and any other specific data you are 
required to protect. An overall score is then defined 
based on the type of data. An example of this in 
practice can be seen on the table below.

By scoring the data types, you can prioritize the 
importance of the data. Including frequency and 
audience also helps determine the likelihood of data 
loss, and assists when prioritizing where and when to 
apply an action.

2. Add ROI to Your  
Business Case
A properly implemented EFSS solution typically saves 
one hour a week per user in productivity – that’s one 
extra work week each year. More specific ROI can 
come from reduced printing and shipping costs. For 
example, board books, event brochures and training 
materials can amount to hundreds of thousands of  
dollars a year.

When using a secure EFSS solution, you can 
make your security ROI case, per the table above. 
And you can demonstrate additional ROI for your 
security sponsors. This means clearly quantifying the 
immense value that comes from knowing where your 
data is, who is accessing it and how it’s being used. 
It’s important to analyze, communicate and share 
the financial and organizational impact of stolen and  
lost data.

A properly implemented EFSS 
solution typically saves one hour a 
week per user in productivity – that’s 
one extra work week each year. 

Data Value (10) Frequency (5) Audience (5) Score

Card Data 10 3 2 60

PII 8 5 5 200

Financial IP 8 3 2 48

Trade Secrets 8 2 1 16

Sales Data 2 5 4 40

Customer Metrics 2 5 2 20

Calculating	the	value	of	your	data:	a	real-world	example	from	research	group	Securosis.

Six Steps for Deploying Secure EFSS
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3. Identify Business  
Owners and Start with  
the	Low-Hanging	Fruit
Start with a small-scale deployment. Identify groups 
that have high-value data, and are also feeling a 
sense of urgency around solving their collaboration 
and security needs. For example, senior executives 
may want to access their files on iPads or legal teams 
may need to collaborate with external parties by 
sharing many sensitive files.

It’s important to identify the stakeholders, including 
who is going to manage the system and support it. 
For example, board documents may be managed 
by the corporate secretary, product design IP  
may be managed by the R&D group, and financial 
audit projects may be delegated to individual  
project managers.

Clearly identify success criteria in terms of both 
security and productivity. High-level executives using 
the solution can prove its value and give it a lot  
of visibility in the organization going forward.

4. Deploy to Wider Groups
After proving success on a small scale, you’ll likely see 
more demand throughout the enterprise. Continue 
a gradual rollout to address additional groups and 
use cases. This stage typically encompasses a few 
hundred users and can go on for several months.

5. Integrate with  
Your Repositories and 
Workflows	Before	Deploying	
Enterprise Wide
To achieve wide adoption, it’s helpful to make sure 
the EFSS system is tightly integrated into user 
workflows. For example, if your organization uses a 
content management system such as SharePoint, 
it’s important to have your EFSS solution pull data 
directly from that system in a seamless manner. 
Additionally, custom apps such as partner portals 
should be integrated via APIs into the EFSS system 
to provide consistent security and productivity across 
all enterprise systems. Once this is done, the system 
is truly ready for enterprise-wide adoption.

6. Leverage the  
Compliance	Benefits
Once the secure EFSS solution is in place, your 
organization will have significant auditing capabilities. 
It will be easy to prove compliance in the event  
of a lost or stolen device, terminated employee, 
eDiscovery requirements and more. You will gain 
full tracking of files residing on lost devices, or  
being exchanged by employees and third parties.

What Challenges – if any – Has Your Organization Experienced  
Since Deploying an Online File Sharing and Collaboration Solution?

(Percent	of	respondents,	Sample	=	139,	multiple	responses	accepted)

Security	Challenges

Training	Users	

Internal	Processes/Workflows	

Integrating	Existing	Applications	

User	Non-Compliance

Lack	of	Admin	Control/Auditing

File	Size	Issues	

Slow	Performance

Lack	of	Senior	Management	Support

Too	Expensive	to	Justify

No	Challenges

46%

40%

33%

32%

31%

30%

29%

24%

18%

15%

9%
Source:	Enterprise

Strategy	Group,	2013
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With BlackBerry® Workspaces, users can safely 
access, share, sync, and collaborate on even the most 
sensitive files, using any device – desktop (Windows, 
Mac) or mobile (iOS, Android, BlackBerry 10).

Work on files in the way that’s most convenient at any 
given time. Workspaces provides a suite of integrated 
collaboration tools that allow you to view, search for, 
annotate, edit and share Office, PDF and image files 
using your mobile device – or do it all using the native 
apps on your desktop.

BlackBerry Workspaces embeds digital rights 
management (DRM) protection in your files so your 
content stays secure everywhere it goes, and you 
can control users’ ability to view, edit, copy, print, 
download or forward files, even after those files are 
downloaded or shared with third parties.

Workspaces is the only EFSS solution that provides 
file-level security combined with a user experience 
that’s as easy and intuitive as any consumer solution. 
It’s also the only solution that encrypts files not just at 
rest or in transit, but while they’re in use.

Deploy Workspaces in the way that best suits your  
IT environment: cloud, on-premise or a hybrid. 
Comprehensive tracking of all document activities 
provides critical information for audit, compliance and 
business intelligence.

And to ensure that secure data exchange doesn’t 
make more work for IT, Workspaces provides default, 
self-provisioning authentication solutions and a 
unique feature known as mixed-mode authentication, 
which allows different types of users to authenticate 
in different ways.

Access CollaborateSynchShare

Security That Stays With Your Files



Three Things IT Teams  
Love About Workspaces

1 It provides a unified  
view of all files

Configure, manage and enforce security policies 
on files through a central administration console 
regardless of where the files reside (in Workspaces, 
in your existing storage repositories, or elsewhere).

•	Extend Workspaces manageability to existing 
business-critical files.

•	Allow users to access and sync documents on 
all devices without replication (so there are no 
duplicate files taking up storage space).

•	 Integrate with SharePoint, Windows file shares 
(CIFS) and Google Drive™ to leverage existing 
investments and get a single view of all content.

2 It integrates with key  
enterprise solutions

Workspaces can integrate with various  
enterprise systems:
• It’s MDM agnostic, so it can adapt to your 

existing mobility environment.
•	 It provides connectors for Microsoft content 

repositories (SharePoint, SharePoint Online, 
OneDrive for Business) and Windows File  
Shares (CIFS).

•	 It allows Salesforce.com users to securely access 
and collaborate on Salesforce records and files 
that are actually stored in Workspaces – all within 
the Salesforce application.

•	Similarly, an enhancement to the Workspaces 
plugin for Microsoft Outlook allows attachments 
sent with Outlook to be moved into Workspaces.

•	 It supports a number of authentication systems, 
such as SAML 2.0 (including ADFS), oAuth 2.0, 
and Kerberos (AD), so that users within your 
organization can access their files conveniently 
with secure single sign-on (SSO).

•	 It’s flexible and can work with the systems your 
employees, customers, and partners are already 
familiar with. Keep the user experience and 
workflows the same, but add in Workspaces 
security through APIs and SDKs. You can even 
re-brand Workspaces to reflect your corporate 
look and feel.

•	 It can integrate with existing security solutions 
including: Firewalls, Intrusion Protection Systems, 
Identity and Access Management, Security  
Info and Event Management or Data Loss 
Prevention Systems.

3 It’s backed by  
BlackBerry security

BlackBerry delivers proven security, trusted by 
thousands of companies around the world, to 
protect your most important assets—your privacy 
and your business data.

Why choose BlackBerry for secure Enterprise File 
Synchronization and Sharing (EFSS)?

•	Leading the industry with over 70 certifications to 
meet your security and compliance needs.*

•	BlackBerry® 10 approved by NATO for classified 
communications up to “Restricted” level  
(BES®10 and BlackBerry 10 smartphones were 
the first to receive this approval)* 16 of the G20 
governments trust BlackBerry.*

•	The top 10 largest law firms trust BlackBerry.*
•	5 out of 5 of the largest oil and gas businesses 

rely on BlackBerry.*

Learn more at:  
www.blackberry.com/workspaces



With the BlackBerry Enterprise Mobility Suite, 
enterprises can say “yes” to their users’ and business 
leaders’ demands for anytime, anywhere productivity 
through secure mobile apps.

The BlackBerry Enterprise Mobility Suite provides 
consistent, multi-platform endpoint and app 
management policies and controls across iOS®, 
Android™, Android™ for Work, Samsung Knox™, 
Windows®, macOS and BlackBerry® operating 
systems, no matter the device ownership model or 
the user groups being mobilized.

The BlackBerry Enterprise Mobility Suite provides a 
turnkey solution for rolling out collaboration apps, line 
of business apps, custom apps and/or leveraging 
your existing Microsoft® apps, all while protecting your 
business and your employees’ privacy. BlackBerry-
secured apps have consistent containerization and 
security policies across operating 

systems and devices to keep work and personal 
content separate. When an employee leaves the 
organization, only the BlackBerry-secured apps and 
business data are wiped from the device. All personal 
data remains personal and the rest of the device is 
left intact. Enterprises, including organizations with 
the highest security requirements, that are concerned 
about the security of their content as it moves beyond 
their firewall and is shared with third-parties and 
external partners, trust BlackBerry Workspaces, the 
leading secure Enterprise File Sync and Share (EFSS) 
solution, to increase the security and trackability of 
their business data.

Workspaces is available on its own, or bundled with 
the BlackBerry Enterprise Mobility Suite – Content 
Edition. For details visit www.blackberry.com/suite.
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BlackBerry Workspaces makes your content secure wherever 
it travels. With Workspaces, all stakeholders can safely access, 
share and collaborate on even the most sensitive files, using 
any device — desktop (Windows, Mac) or mobile (iOS, 
Android, BlackBerry). By combining a user experience that’s as 

easy and intuitive as any consumer solution with a unique data-
centric architecture (which embeds protection right in your 
files), BlackBerry Workspaces is designed to meet the needs 
of your organization, IT team, and users. To learn more, visit  
www.blackberry.com/workspaces. 

About Workspaces

* Current as of 10/14/2015
©2016 BlackBerry. All rights reserved. BlackBerry®, Workspaces™ and related trademarks, names and logos are the property of BlackBerry Limited (“BlackBerry”) and are registered and/or used 
in the U.S. and countries around the world. All other trademarks are property of their respective owners. Content: 11/16 | Rev. 05DEC2016

Mobilize Your Business Simply and Securely


